
 

Experience 

Jul. 2005 – Present 
Security Systems Lead Engineer - Technical Surveillance Counter Measures 

Professional State Enterprises "Gas turbine research & production complex 
"ZORYA" - "MASHPROEKT", Pr. Bohoiavlenskyy, 42a, Mykolaiv, Ukraine 
Main responsibilities: 
Technical support of meetings and negotiations, anti-spy inspection, information 

security evaluations of computer networks and automated systems, development 

of security policies for the trusted computer systems, assessments of safeguards, 

protection from unauthorized access, control of authentication and authorization 

procedures, and access rights.  

Major project: 
The Ukroboronprom State Concern – Ukrainian Defense Industry 
Regional prosecutor's offices 
The South Ukraine Nuclear Power Plant 
Regional State Administration 
The Ukrainian Sea Ports Authority (USPA)  
 
Sept 2010 – Present 
Security Systems Engineer - Technical Surveillance Counter Measures 

Professional Private enterprise «Information Technology Protection Agency “AFA”, 
Lazurna st 16, apt 64, Mykolaiv, Ukraine 
 
Security Systems - Technical Surveillance Counter Measures Instructor  

- International Technological University "INTERNATIONAL TECHNOLOGICAL 

UNIVERSITY "MYKOLAIVSKAYA POLYTECHNIKA", Mykolaiv, Ukraine 
- MYKOLAVSKY REGIONAL CENTER FOR ADVANCED QUALIFICATIONS, 

Mykolaiv, Ukraine 

Education 

Master of Science: Information Security and Information Protection (Field of 
study Computing/IT/Security) 
Admiral Makarov National University of Shipbuilding 
From 2000-09 - To 2005-04, Mykolaiv, Ukraine. 
Master of Science: Enterprise economy 
Field of study Business/Management/Marketing 
Admiral Makarov National University of Shipbuilding 
From 2000-09 - To 2005-04, Mykolaiv, Ukraine. 
 

Phone: 
+380662126699 
E-Mail:  
zhepaloandrey@gmail.com 
WEB: 
www.sergand.com 

Skill Highlights 

Complex Information 

Security  Expert 

Anti-spy inspection, 

accompaniment of personal 

negotiations and meetings 

Expert 

 

Inspection of security 

systems 
Expert 

 

EMF and Acoustic 

inspection   
Expert 

 

Non-linear junction 

detection 
Expert 

 

IR and UV spectroscopy 

detection 

 

Cyber inspection of 

autonomous computer 

stations. Special Studies 

 

Expert 

 

 

Expert 

 

Joomla web design,  

E-store, online marketing 
Experienced 

 

Languages 

Ukrainian 
Russian 
English 
 
 

ANDRII ZHEPALO 

Security Systems Engineer and Technical Surveillance Counter Measures Professional 

with over 17 years of experience working for private and state organizations specializing 

in protecting critical facilities and state infrastructure. Lead engineer with expertise in 

information safety and risk assessment, practicing highly specialized methods and 

techniques of spyware and spy tools detection, and developing custom countermeasures 

solutions.  

Proficient in comprehensive site inspections, monitoring, and analysis, and an expert 

in industry-specific equipment including but not limited to IR cameras, optical camera 

detectors, Wi-Fi & radio inspecting systems, non-linear junction detectors, bug and 

camera detectors, information security evaluation of computer and automated system. 

Licensed by State Service of Special Communications and Information Protection of 

Ukraine. Highly motivated, self-starter with a detail-oriented and inventive approach, fast 

learner with good communication skills and a strong desire to succeed, proven to be an 

essential team member and supervisor. 
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